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I. Highlights 

 

Personal Information Protection Law and Data Security Law have been included in the 2020 

legislative plan. 

 

The Cyberspace Affairs Commission (CAC) issued Provisions on Governance of Network 

Information Content Ecosystem. 

 

Four departments jointly issued Methods for Identifying the Illegal Collection and Use of 

Personal Information by Applications (Apps) 

 

The Ministry of Industry and Information Technology circulated a notice on 41 Apps that 

infringe on users’ rights and interests. 

 

The Working Group for the Special Administration of Applications issued the Announcement 

on Issues Concerning the Collection and Use of Personal Information of 61 Apps. 

 

II. Legislation 

 

Civil Code (Draft) stipulates “Privacy and Personal Information Protection” in the 

Chapter VI of Personality Rights section. This chapter includes eight provisions which 

strengthen the protection of privacy and personal information. 

 

China plans to promulgate Personal Information Protection Law and Data Security Law in 

2020. The 2020 legislative plan was adopted at the 44th Chairmen’s Meeting of the Standing 

Committee of the National People’s Congress, and the high-profile Personal Information 

Protection Law and Data Security Law will be formulated in 2020. 

 

The Cyberspace Affairs Commission (CAC) issued Provisions on Governance of Network 

Information Content Ecosystem (hereinafter in this section only, the Provisions), aiming to 

create a good network ecosystem and regulate governance activities of network information 
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content. The Provisions were issued on December 15, 2019 and will take effect on March 1, 

2020. Visit the link below for more information (available in Chinese only): 

http://www.cac.gov.cn/2019-12/20/c_1578375159509309.htm. 

 

The People’s Bank of China issued Implementing Measures of the People’s Bank of 

China for Protecting Financial Consumers’ Rights and Interests (hereinafter in this section 

only, the Measures), of which Chapter III provides for the protection of consumers’ financial 

information. The Measures were issued on December 27, 2019. Visit the link below for more 

information (available in Chinese only): 

http://www.pbc.gov.cn/tiaofasi/144941/144979/3941920/3950322/index.html. 

 

Four departments jointly issued Methods for Identifying the Illegal Collection and Use of 

Personal Information by Applications (Apps) (hereinafter in this section only, the Methods). 

On December 30, 2019, the Cyberspace Administration, the Ministry of Industry and 

Information Technology, the Ministry of Public Security and the State Administration for 

Market Regulation (“Four departments”) jointly issued the Methods to provide reference for 

identifying the Apps’ illegal collection and use of personal information. Visit the link below 

for more information (available in Chinese only): 

http://ww.cac.gov.cn/2019-12/27/c_1578986455686625.htm. The Working Group for the 

Special Administration of Applications established under the instruction of the Four 

departments released the draft of the Methods for comment on the Methods on May 5, 2019. 

 

The Ministry of Industry and Information Technology (the “MIIT”) issued Guidelines for 

the Classification and Grading of Industrial Internet Enterprises Cybersecurity (Tentative) 

(Draft for Comments) (hereinafter in this section only, the Guidelines), aiming to carry out 

classified and graded cybersecurity management and enhance the level of capability and 

security of Industrial Internet enterprises. The Guidelines were issued on December 17, 2019. 

Visit the link below for more information (available in Chinese only): 

http://www.miit.gov.cn/n1278117/n1648113/c7574748/content.html. 

 

http://www.cac.gov.cn/2019-12/20/c_1578375159509309.htm
http://www.pbc.gov.cn/tiaofasi/144941/144979/3941920/3950322/index.html
http://ww.cac.gov.cn/2019-12/27/c_1578986455686625.htm
http://www.miit.gov.cn/n1278117/n1648113/c7574748/content.html
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The National Development and Reform Commission and six other authorities jointly 

issued Opinions on Promoting the Development of “Internet + Social Services” 

(hereinafter in this section only, the Opinions), requiring expanding the supply of social service 

resources by digital transformation, achieving balanced universality of social services by 

network integration, improving the quality of social service supply by intelligent innovation, 

stimulating the vitality of social service market by diversified supply, and optimizing the 

development environment for social services by collaborative measures and proposing 

protective measures. 

 

The Ministry of Natural Resources established the leading group for cybersecurity and 

informatization (the Leading Group) and its office (the Office), and issued the Overall 

Proposals of the Ministry of Natural Resources for Informatization Construction. The 

Office, as the administrative body of the Leading Group, is responsible for implementing all 

resolutions and arrangements made by the Leading Group, making overall planning for, 

coordinating, guiding and organizing the implementation of cybersecurity and informatization 

for national natural resources. 

 

The Ministry of Transport issued Outline for Promoting the Development of Integrated 

Transportation Big Data (2020-2025), aiming to promote the modernization of 

transportation governance system and governance capacity, enhance the level of integrated 

transportation services, and accelerate the construction of transportation power. 

 

The Cybersecurity Multi-level Protection Scheme 2.0 (“MLPS 2.0”) era officially starts. 

Version 2.0 of the Information Security Technology - Baseline for Classified Protection of 

Cybersecurity was officially released by the State Administration for Market Regulation on May 

13, 2019 and took effect on December 1, 2019. MLPS 2.0 provides important standards for the 

network security construction of non-secret-involved information systems. 

 

The drafting work of national standards for facial recognition has been initiated. The 

national standard working group for facial recognition technology is formally established, and 

this standardization work focuses on the security issues associated with facial recognition. 
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III. Law Enforcement 

 

The Cybersecurity Bureau of the MIIT (the “Cybersecurity Bureau”) published 

inspection results of the “double randomness and one publicity” in 2019. The 

Cybersecurity Bureau organized random inspections on cybersecurity protection of certain 

telecommunications and Internet enterprises and domain name agencies, implementation of 

network and information security responsibilities, implementation of data security protection 

responsibilities and management measures, and registration of identity information of 

telephone users. 68 telecommunication and Internet enterprises and domain name agencies 

were found to have committed violations to varying degrees in this inspection, and were 

required to complete rectification within the given time. 

 

The Ministry of Industry and Information Technology circulated a notice regarding 41 

Apps that infringe on users’ rights. On December 19, 2019, the MIIT circulated a list of the 

first batch of Apps infringing on users’ rights. 41 Apps still commit violations including illegal 

collection or use of users’ personal information, unreasonable requests for users’ 

permission, and blocking account deregistration. 

 

The Working Group for the Special Administration of Applications issued the 

Announcement on Issues Concerning the Collection and Use of Personal Information of 

61 Apps. 57 Apps were found to illegally collect or use personal information during the 

inspection, and were required to rectify the existing problems and provide feedback on 

rectification within 30 days. The working group shall verify the rectification, submit the 

verification results to the relevant departments, and suggest disposals in accordance with the 

law. 

 

The Ministry of Public Security and the People’s Bank of China jointly cracked 15 cases of 

illegal online payments, involving more than RMB 54 billion. The People’s Bank monitored 

and investigated by relying on the risk rectification mechanism for internet finance, 

transferring a number of clues of unlicensed payment business to the public security organs, 

and assisting the public security organs in cracking down a number of illegal business cases.  
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IV. Court Rulings 

 

People’s Court of Xuhui District pronounced judgment on the first criminal case of 

incidental civil public interest action. The defendant, Xu, who obtained personal information 

by imitating a well-known Shanghai official recruitment website, was sentenced to three years 

in prison and fined RMB 300, 000. 

 

The first national case of judicial application of blockchain intelligent contract technology 

in the trial procedures of civil proceedings was pronounced online. This case, as the first 

litigation in the e-commerce area in respect of evidence storage for the entire procedure of an 

e-commerce transaction, was pronounced by Hangzhou Internet Court. 

 

The final judgment of the first WeChat mini-program case was rendered. Hangzhou 

Intermediate People’s Court upheld the original judgment and rejected the plaintiff’s claim 

against Tencent for liability for infringement and removal of the WeChat mini-program 

involved in the case. This case sheds light on judgment and compliance for liability 

determination of internet platforms and internet service providers. 

 

V. News Reports 

 

The World Forum on Rule of Law in Internet was held in Wuzhen, Zhejiang. The Forum was 

hosted by the Supreme People’s Court. 81 representatives from 25 countries around the 

world attended the Forum. In the forum, the Supreme People’s Court released the 

whitepaper, Chinese Courts and Internet Judiciary. 

 

The State-owned Assets Supervision and Administration Commission includes 

cybersecurity into the operational performance assessment of principals of central 

enterprises, which is reflected in the provisions of “reporting major issues” and “reward 
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and punishment” in Articles 34 and 48 of the Measures for the Operational Performance 

Assessment of Principals of Central Enterprises. 

 

Chinese technology companies helped the International Telecommunication Union to set 

international standards for face recognition. The standards include face recognition, video 

surveillance, urban control, vehicle monitoring and other relevant fields. Many countries in 

Africa, the Middle East, and Asia generally implement the standards and set their policies. 

 

WeBank created by Tencent becomes the first technology infrastructure provider of the 

national blockchain program. The Blockchain-based Service Network Development 

Association is a national blockchain-based service infrastructure operation launched by the 

State Information Center, the participants include Huobi China, China Merchants Bank, China 

UnionPay, China Mobile, China Telecom, WeBank, etc.  

 

VI. Foreign Trends 

 

(1) Legislation 

 

The California Consumer Privacy Act (CCPA) took effect on January 1, 2020. The 

California legislation issued the CCPA, considered as the toughest data privacy law in the 

United States on June 28, 2018. Many technology companies such as Microsoft, Google 

and Facebook began to adjust data policies to comply with the CCPA and strengthen the 

protection of consumers’ personal data. 

 

The United States passed a new bill to crack down on AI robocalls. The Telephone 

Robocall Abuse Criminal Enforcement and Deterrence Act will empower the federal 

government to track illegal robocalls. Once the new bill takes effect, the Federal 

Communications Commission can fine the company $10,000 for each robocall. 

 

Macau Cybersecurity Law took effect. The Cybersecurity Law No. 13/2019 came into 

effect on December 22, 2019. The cybersecurity emergency center, which operates under 
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the supervision of the Judicial Police, and has the support of the Public Administration 

and Civil Service Bureau and Macao Post and Telecommunications Bureau, began 

operation on the same day. 

 

Indian Federal Cabinet approved the Personal Data Protection Bill, aiming to create a 

legal framework to comply with the “consent” principle in data share and to penalize 

those who violate privacy rules. 

 

(2) Cases 

 

An online short video platform reached a settlement of children’s online privacy 

infringement class-action lawsuit. Plaintiffs accused the company of violating the 

Children’s Online Privacy Protection Act, collecting and disclosing personal data and 

information of minors. 

 

The United States Federal Trade Commission (FTC) ruled that a data analytics 

company was engaged in fraud. The company collected personal information from 

users of a social platform to analyze voters, and ultimately influenced voters’ voting in 

the election. 

 

The EU regulator is investigating the data collection activities of a search engine 

company. The anti-trust regulator is investigating the company’s data collection and 

use, and have issued preliminary questionnaires. The regulator specially focuses on data 

with respect to local search, targeted advertising, login and Internet browser of the 

search engine.  

 

Twitter updates its global privacy policy. Twitter will also build a website to clarify its 

data protection efforts. This policy update took effect on January 1, 2020, in order to 

comply with the CCPA, which took effect on the same day. 
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The New York Times got 50 billion locating data from a company. The U.S. federal 

government has yet to impose protections against private use or sharing of such data, 

and the current locating data industry, which relies heavily on self-supervision, poses 

significant risks. 

 

Russia successfully disconnected from the Internet to test its own Internet. Russia is 

taking steps to promote the implementation of Sovereign Internet Bill, to ensure the 

smooth and secure operation of the Internet. 

 

User data of a social platform was leaked. Security researchers discovered an online 

database of some social platform users, containing phone numbers, names and user IDs 

of more than 267 million users. The database is no longer accessible, but the information 

has been made public for nearly two weeks. 



  

 

 

About Llinks’ Cyber Security and Data Compliance Services 

 

Llinks’ partners have been representing clients in data and cyber security related legal 

matters, such as offshore server, log records storage and filing, personal data collection 

and use, data integrity, centralized data process, differentiation between trade secrets and 

state secrets, etc. After 2010, Llinks’ partners started to represent domestic and foreign 

enterprises in forming whole-process compliance solutions for the collection, use, 

transfer and destruction of customer personal information in digital marketing 

environment. In the course of handling these cases, Llinks’ team has built up its solid 

capacity in tracing the logical chain which underlies all the data privacy laws and 

regulations. On that basis, our team can provide clients with practical and economical 

solutions which meet the requirements of the regulatory authorities. 

 

Our team also includes some experienced lawyers who previously have served as law 

enforcement officials in cyber security administration. Their insights contribute to a better 

understanding on the regulatory authorities’ key concerns and priorities in law 

enforcement, which is critically important for us to work out a practical solution for 

clients.  

 

We have been working closely with relevant government consultancy departments and 

academic research institutions on the trend of legislation and implementation of the CSL 

regime. Our team has published special reports and analytical articles in this field, such as 

Interpretation and Practice of the CSL, Practical Guidance on Trans-border Transmission 

Personal Information and Important Data. In September 2018, LexisNexis published a 

special issue written by our team, on Companies’ Compliance in the Context of China, 

which contains six articles on practical issues concerning cyber security and data 

compliance. In September 2018, we drafted a series of concise bilingual articles titled 30 

Questions About the CSL, which were later exclusively published online by Wolters Kluwer. 

Based on the latest legislation and practices, in 2019, we once again joined force with 

Wolters Kluwer to systematically update 30 Questions About the CSL and publish the 

updated version titled The Blue Book of PRC Cybersecurity and Data Compliance 

(Bilingual Version).  
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